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1. WHAT ARE COOKIES? 
 

Cookies are small data files. When you visit a website, the website sends the cookie to your 
computer. Your computer stores it in a file located inside your web browser. 

Cookies do not transfer viruses or malware to your computer. Because the data in a cookie does 
not change when it travels back and forth, it has no way to affect how your computer runs, but 
they act more like logs (i.e. they record user activity and remember stateful information) and they 
get updated every time you visit a website. 

We may obtain information about you by accessing cookies, sent by our website. Different types 
of cookies keep track of different activities. For example, session cookies are used only when a 
person is actively navigating a website. Once you leave the website, the session cookie 
disappears. For a more detailed list of cookies we use, please read the relevant section below. 

2. WHY ARE COOKIES USEFUL? 

We use functional cookies to analyse how visitors use our website, as well as track and improve 
our website’s performance and function. This allows us to provide a high-quality customer 
experience by quickly identifying and fixing any issues that may arise. For example, we might 
use cookies to keep track of which website pages are most popular and which method of linking 
between website pages is most effective. The latter also helps us to track if you were referred to 
us by another website and improve our future advertising campaigns. 

Another use of cookies is to store your log in sessions, meaning that when you log in to the 
Members Area to deposit funds, a "session cookie" is set so that the website remembers that 
you have already logged in. If the website did not set this cookie, you will be asked for your login 
and password on each new page as you progress through the funding process. 

In addition, functional cookies, for example, are used to allow us to remember your preferences 
and identify you as a user, ensure your information is secure and operate more reliably and 
efficiently. For example, cookies save you the trouble of typing in your username every time you 
access our trading platform, and recall your preferences, such as which language you wish to 
see when you log in. 

Here is an overview of some of the functions our cookies provide us with: 

• Verifying your identity and detecting the country you are currently visiting from 

• Checking browser type and device specifications 

• Tracking which site the user was referred from 

• Allowing third parties to customize content accordingly 
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3. TYPE OF COOKIES WE USE 
 

• Functional cookies: These cookies are essential for the running of our website. Without 
these cookies our websites would not function properly. These are saved temporarily as 
login information and expire once the browser is closed. 
 

• Analytical cookies: The information provided by analytical cookies allows us to analyse 
patterns of visitor behaviour and we use that information to enhance the overall 
experience or identify areas of the website which may require maintenance. The 
information is anonymous (i.e. it cannot be used to identify you and does not contain 
personal information such as your name and email address) and it is only used for 
statistical purposes. Behavioral cookies are similar to analytical and remember that you 
have visited a website and use that information to provide you with content which is 
tailored to your interests. 
 

• Promotional cookies: These cookies are used to track visitors across websites. The 
intention is to display ads that are relevant and engaging for the individual user and 
thereby more valuable for publishers and third party advertisers. 
 

• Preferences cookies: Preference cookies enable a website to remember information 
that changes the way the website behaves or looks, like your preferred language or the 
region that you are in. 

 

To change your cookie settings, please do so from our website. 

SET BY TRADING.COM 

Domain Name Lifetime Description Type 

trading.com _abck 1 year Used to detect and defend 
against replay-cookie-
attacks – The cookie is 
necessary for the security 
and integrity of the 
website. 

Necessary 

trading.com _dc_gtm_UA-# 1 day Used by Google Tag 
Manager to control the 
loading of a Google 
Analytics script tag 

Statistics 

trading.com _uetsid 1 day Collects data on visitor 
behaviour from multiple 
websites, in order to 
present more relevant 
advertisement - This also 
allows the website to limit 
the number of times that 

Marketing 
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they are shown the same 
advertisement. 

trading.com _uetvid 1 year Used to track visitors on 
multiple websites, in order 
to present relevant 
advertisement based on 
the visitor's preferences. 

Marketing 

trading.com bm_sz 1 day Used in context with the 
website's BotManager. 
The BotManager detects, 
categorizes and compiles 
reports on potential bots 
trying to access the 
website. 

Necessary 

trading.com DEVICE_ID Persistent Unclassified Unclassified 

trading.com visitorCountry Session Unclassified Unclassified 

       

SET BY OTHERS 

Domain Name Lifetime Description Type 

accounts.livec
hatinc.com 

__lc_cid 400 days Necessary for the 
functionality of the 
website's chat-box 
function. 

Preferences 

accounts.livec
hatinc.com 

__lc_cst 400 days Necessary for the 
functionality of the 
website's chat-box 
function. 

Preferences 

accounts.livec
hatinc.com 

__oauth_redire
ct_detector 

1 day Allows the website to 
recoqnise the visitor, in 
order to optimize the chat-
box functionality. 

Preferences 

edge.fullstory.c
om 

_fs_tab_id Session Tracks the individual 
sessions on the website, 
allowing the website to 
compile statistical data 
from multiple visits. This 
data can also be used to 
create leads for marketing 
purposes. 

Marketing 

cdn.livechatinc
.com 

_livechat_has_
visited 

Persistent Identifies the visitor 
across devices and visits, 
in order to optimize the 

Statistics 
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chat-box function on the 
website. 

bing.com _uetsid Persistent Used to track visitors on 
multiple websites, in order 
to present relevant 
advertisement based on 
the visitor's preferences. 

Marketing 

bing.com _uetsid_exp Persistent Contains the expiry-date 
for the cookie with 
corresponding name. 

Marketing 

bing.com _uetvid_exp Persistent Contains the expiry-date 
for the cookie with 
corresponding name. 

Marketing 

cdn.livechatinc
.com 

@@lc_auth_to
ken:1de76fa4-
ff29-4ab7-
bbcf-
f1502e35fa41 

Persistent Unclassified Unclassified 

cdn.livechatinc
.com 

@@lc_ids Persistent Necessary for the 
functionality of the 
website's chat-box 
function. 

Preferences 

youtube.com #-# Session Unclassified Marketing 

cdn.livechatinc
.com 

#:state Persistent Necessary for the 
functionality of the 
website's chat-box 
function. 

Preferences 

google.com ads/ga-
audiences 

Session Used by Google AdWords 
to re-engage visitors that 
are likely to convert to 
customers based on the 
visitor's online behaviour 
across websites. 

Marketing 

youtube.com iU5q-!O9@$ Session Registers a unique ID to 
keep statistics of what 
videos from YouTube the 
user has seen. 

Marketing 

youtube.com LAST_RESUL
T_ENTRY_KE
Y 

Session Used to track user’s 
interaction with 
embedded content. 

Marketing 

youtube.com LogsDatabase
V2:V#||LogsRe
questsStore 

Persistent Unclassified Marketing 

bing.com MUID 1 year Used widely by Microsoft 
as a unique user ID. The 

Marketing 

mailto:support.uk@trading.com


 

 
 

Trading.com Markets UK Limited 
Coppergate House, 10 Whites Row Spitalfields 

London E1 7NF United Kingdom 

support.uk@trading.com 
www.trading.com/uk 

 

6 

cookie enables user 
tracking by synchronising 
the ID across many 
Microsoft domains. 

youtube.com PREF 8 months Registers a unique ID that 
is used by Google to keep 
statistics of how the visitor 
uses YouTube videos 
across different websites. 

Marketing 

youtube.com remote_sid Session Necessary for the 
implementation and 
functionality of YouTube 
video-content on the 
website. 

Marketing 

youtube.com ServiceWorker
LogsDatabase
#SWHealthLog 

Persistent Necessary for the 
implementation and 
functionality of YouTube 
video-content on the 
website. 

Marketing 

cdn.livechatinc
.com 

side_storage_
1de76fa4-ff29-
4ab7-bbcf-
f1502e35fa41 

Persistent Unclassified Unclassified 

youtube.com TESTCOOKIE
SENABLED 

1 day Used to track user’s 
interaction with 
embedded content. 

Marketing 

youtube.com VISITOR_INF
O1_LIVE 

180 days Unclassified Marketing 

youtube.com VISITOR_PRI
VACY_META
DATA 

180 days Unclassified Marketing 

youtube.com YSC Session Unclassified Marketing 

youtube.com yt-remote-cast-
available 

Session Stores the user's video 
player preferences using 
embedded YouTube 
video 

Marketing 

youtube.com yt-remote-cast-
installed 

Session Stores the user's video 
player preferences using 
embedded YouTube vide 

Marketing 

youtube.com yt-remote-
connected-
devices 

Persistent Stores the user's video 
player preferences using 
embedded YouTube 
video 

Marketing 

youtube.com yt-remote-
device-id 

Persistent Stores the user's video 
player preferences using 

Marketing 
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embedded YouTube 
video 

youtube.com yt-remote-fast-
check-period 

Session Stores the user's video 
player preferences using 
embedded YouTube 
video 

Marketing 

youtube.com yt-remote-
session-app 

Session Stores the user's video 
player preferences using 
embedded YouTube 
video 

Marketing 

youtube.com yt-remote-
session-name 

Session Stores the user's video 
player preferences using 
embedded YouTube 
video 

Marketing 

youtube.com ytidb::LAST_R
ESULT_ENTR
Y_KEY 

Persistent Used to track user’s 
interaction with 
embedded content. 

Marketing 

youtube.com YtIdbMeta#dat
abases 

Persistent Used to track user’s 
interaction with 
embedded content. 

Marketing 

 

This website uses Google Analytics, a web analytics service provided by Google, Inc. ("Google"). 
Google Analytics uses analytical cookies placed on your computer, to help the website analyze 
a user's use of the website. The information generated by the cookie about your use of the 
website (including your IP address) may be transmitted to and stored by Google on their servers. 
Google may use this information to evaluate your use of the website, to compile reports on 
website activity and to provide other services related to website activity and internet usage. 
Google may also transfer this information to third parties, where required to do so by law, or 
where such third parties process the information on behalf of Google. Google will not associate 
your IP address with any other data held. By using this website, you give your consent to Google 
to process data about you in the manner and for the purposes set out above. 

4. MANAGE COOKIES 

You can delete cookies any time you want by using the settings in your web browser. You can 
also choose to disable cookies from your web browser, but this would mean that our website 
and other websites may not function properly if you do this, and as a result you may not be able 
to sign in. Further information on deleting or controlling cookies can be found at 
www.aboutcookies.org. 
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5. DO NOT TRACK (DNT) BROWSER SETTING 

DNT is a feature offered by some browsers which, when enabled, sends a signal to websites to 
request that your browsing is not tracked, such as by third party ad networks, social networks 
and analytic companies. This website does not currently respond to DNT requests. 

6. ADDITIONAL INFORMATION 

If you have any specific questions or concerns about cookies, please contact 
support.uk@trading.com. 

We are committed to keeping your personal information safe. For more information on how we 
handle your data, please read our Privacy Policy. 
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